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WHAT IS CLAIMED IS: 

1. A dependability system, comprising a hierarchical arrangement of two 
or more nodes each having a fault analyzer object programmed to respond to 
status information relating to an associated system of one or more objects based 
upon a respective set of policies designed to improve object availability. 

2. The system of claim 1 , wherein a first fault analyzer object is 
configured to report object status information to a second fault analyzer object. 

3. The system of claim 2, wherein the first fault analyzer object is 
configured to register with the second fault analyzer object. 

4. The system of claim 1 , wherein a fault analyzer object is assigned 
responsibility for one or more component objects. 

5. The system of claim 4, wherein the component objects correspond to 
software applications. 

6. The system of claim 4, further comprising a component interface 
configured to connect the fault analyzer object to the one or more component 
objects. 

7. The system of claim 6, wherein the fault analyzer object is configured 
to issue to the component interface object control instructions for changing the 
operational state of one or more of the component objects. 

8. The system of claim 1 , wherein each fault analyzer object is configured 
to determine the health of the assigned system. 

9. The system of claim 8, wherein each fault analyzer includes logic in the 
form of a dynamic linked library for determining the health of the assigned 
system. 

10. The system of claim 9, wherein each dynamic linked library is 
dynamically replaceable. 
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1 1 . The system of claim 1 , wherein a fault analyzer object includes a state 
machine. 

12. The system of claim 1 1 , wherein the state machine is dynamically 
replaceable. 

13. The system of claim 1 1 , wherein the state machine is event driven. 

14. The system of claim 1 1 , wherein the state machine automatically 
changes state. 

15. The system of claim 1, further comprising multiple instances of a fault 
analyzer object. 

16. The system of claim 1, wherein the nodes are implemented on a 
single network system. 

17. The system of claim 1 , wherein the nodes are implemented on 
separate systems of a packet switched network. 

18. The system of claim 1, wherein each fault analyzer object is 
implemented in software. 

19. A telephony system, comprising: 
a packet switched network; 

a gatekeeper coupled to the packet switched network; 

a server coupled to the packet switched network and configured to 
process telephone calls over the packet switched network; and 

a dependability system comprising a hierarchical arrangement of two or 
more nodes each having a fault analyzer object programmed to respond to 
received status information relating to an assigned system of one or more objects 
of the telephony system based upon a set of policies designed to improve object 
availability. 

20. A dependability method implemented in a distributed packet switched 
network, comprising: 
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at a lower-level node, receiving status information relating to one or more 
component objects of a node in a hierarchical arrangement of two or more 
nodes; 

at the lower-level node, issuing in response to the received status 
information a component object control instruction for controlling the operational 
state of one of the component objects based upon a respective set of policies 
designed to improve object availability; and 

from the lower-level node, issuing a status report to a higher-level node in 
the hierarchical arrangement of nodes. 

21 . The method of claim 20, wherein the status report issued by the 
lower-level node relates to the state of health of a lower-level component object. 

22. The method of claim 20, wherein the status report issued by the 
l 0W er-level node relates to the state of health of the lower-level node. 
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